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The EcoStruxure IT platform 
guarantees product security with 
numerous high-level safeguards 
including: 

Multi-factor authentication for application 
access

Connections from gateway to cloud 
validated using industry standard 2048 bit 
RSA certificate

Data encryption in transit using 256 bit AES 
encryption
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SECURITY
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Schneider Electric 
eliminates security 
threats to ensure 
customer data 
safety with:

Continuous dynamic 
vulnerability 
scanning of  
EcoStruxure IT by 3rd 
party security tools 

Detailed performance 
penetration tests on 
all components of 
EcoStruxure IT via by 
3rd party certified 
hackers

Devops safeguards & 
consistent code 
analysis

DEPLOYING AN EDGE INFRASTRUCTURE 
MANAGEMENT SOLUTION?

2 Facts About EcoStruxure For Data Center https://www.schneider-electric.us/en/work/campaign/innovation/datacenters.jsp

Schneider Electric’s 
commitment to protecting 
your privacy and personal 
information extends fully to 
data handling and storage 
via the the EcoStruxure IT 
platform with:

EcoStruxure IT being fully 
GDPR-compliant

Need-to-know basis for sharing of 
personal information with 3rd party 
data processors 

Limitation of data collection to customer 
tagged machine data only and no access 
from EcoStruxure IT to customer server 
stored data
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EcoStruxure IT servers 
hosted in the United 
States on Microsoft 
Azure Cloud, EU-US 
Privacy Shield 
certified ensuring 
network security via:

Azure’s always-on 
traffic monitoring and 
real-time mitigation of 
common network-level 
attacks

Continuous monitoring 
and scanning of 
EcoStruxure IT 
system for potential 
security vulnerabilities

The shift to cloud opens up a range of new possibilities to enable expansion from “what happened and why” to “what will happen 
and how can it be prevented.” Next generation DCIM is attractive, offering access from anywhere at any time and is easy to get 
started with pay-as-you grow expansion. Shifting to the maintenance-free cloud enables automatic software updates and backup 
plus always-up-to-date security.

Here are four fundamental pillars of the EcoStruxure IT platform that ensure data integrity, high availability, operational 
efficiency and critical threat protections:

Cloud-Based DCIM doesn't have to bring security threats

CLICK TO LEARN MORE

https://ecostruxureit.com/security/?utm_source=Ad&utm_medium=infographic&utm_campaign=Informa

